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Partner Lead Certification Tests On

InnoStage Workbench

1.1 Certification Test Instructions

(11 NOTE

The same solution has been certified and tested on HUAWEI CLOUD. The test report can
be reused.

Function tests, performance tests, and reliability tests ,can contact Huawei TE to provide
self-test reports based on HUAWEI CLOUD .

The partner leads the design and test of the solution. The partner must ensure that the
solution design and test results meet business requirements and commercial release
requirements.

The certification test includes the function test, performance test, security test, reliability
test, and integration test case template: Partner Lead Case Template. Select and edit
the template based on the actual product situation. For details about how to use the
template, see Test Cases Design.

The certification test is performed on the InnoStage Workbench.You are advised to use
the Chrome browser to access the solution workbench.

HUAWEI CLOUD Certification Test Contents And Requirements

The test contents include function test, performance test, security test, reliability
test, and integration test. The following table lists the general requirements of the
certification test. During the execution of test cases, if the execution result does
not meet the test requirements, related functions must be developed or rectified.
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Table 1-1 General Description of Certification Test Requirements

Test Type

Case Type

Test Requirements

Function
test(Manda
tory)

1)Manual test case

Generate function cases based on the
function list.

e The test cases must correspond to the
feature list and must cover all core
functions under level-2 functions.

e The test case must contain detailed
operation procedure description, and the
test case content must cover the title or
function node name.

e Test cases must have E2E scenario test
cases of the main scenario.

e If hardware products are involved, the
partner needs to provide the product
description, quality test report (third-
party or self-test report), and function
test report (if any).

Integration
test(Manda
tory)

1)Manual test case

Generate integration cases based on the
architecture.

e |If hardware products are involved, select
three to six core business scenarios of the
solution to test the connectivity of
business flows and data flows.

e If the integration case template does not
cover all cloud service integration cases,
contact the TE to design cases.

Security
test(Manda
tory)

1)Manual test case

2)Binary virus scan
case

generates 16 manual interview security test
cases, 1 manual virus scanning case, and 1
automatic virus scanning case based on the
case template. During the virus scanning
test, you can use a third-party tool to scan
(manual cases) or use the scanning function
of the innostage workbench to scan
(automatic cases).
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Test Type

Case Type

Test Requirements

Reliability
test(Option
al)

1)Manual test case

If reliability tests are required, partners can
design test cases by themselves or contact
Huawei solution TE to support reliability test
case design.

e Provide a reliability self-test report based
on the HUAWEI CLOUD environment,
covering reliability indicators or features.

e Design test cases based on the reliability
indicator sheet in the <Feature List
Template>. Each feature must correspond
to at least one test case to verify the
indicator or feature.

Performanc
e
test(Option
al)

1)Performance
automation test
cases

Generate one performance automation test
cases based on the test case
template,partners can create several
performance automation cases as required.

e The partner provides performance
specifications based on the core scenarios
in the OBP project initiation materials.

e Performance test case templates in core
scenarios of the solution are as follows:
Example 1: (User operation follow page
response latency) Two 8-core 16 GB
servers are deployed in the Innostage
Workbench test. The redirection interface
is 50 concurrent requests. The pressure
test takes 5 minutes. The MTTR is less
than 2000 ms.

Example 2: (Number of concurrent users
created by the platform follow) Two 4-
core 8 GB servers are deployed in the
Innostage Workbench test. User
interfaces are created at 100 concurrent
users. The pressure test lasts for 10
minutes. The success rate is higher than
99.8%.

e |f hardware products are involved, select
three to four hardware service scenarios
and perform continuous concurrent tests
for 0.5 to 2 hours to reflect the hardware
product performance indicators. For
example, the camera hardware product
displays the resolution of camera lens
camera stream and the number of
concurrent video access channels.
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Introduction To User Roles

A user can have multiple roles in a workspace and different roles in different
workspaces. Spaces are isolated from each other. Different roles can be responsible
for different affairs.For partner lead certification, the following roles are required:

Administrator: space administrator, who can manage members in the
space,for example, add members and set member roles,and review the test
report.

Architect: register, design, and review solutions, create test requirements, and
handle test problems in the workspace.

Test engineers: design and execute test cases, provision test resources, handle
test problems, generate test reports and review test report.

Guest: when inviting a user to a space, the user can be set as a guest role.
Users with the guest role can only view the user in the space, but cannot
perform any change operation.

Preparations Before Certification

All partners to participate in the certification need to log in to the Innostage
Workbench first.

Clickinnostage WorkbenchThe login page is displayed.You can select an IAM
account or a Huawei account.

Issue 3.0 (2026-03-05)
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Figure 1-1 HUAWEI CLOUD Login

|IAM User Login

Forgot Password Remember me

se Another Accpunt: HUAWE! ID | Federated User

If you log in for the first time, the service statement signing page is displayed.Read
the statement and check [I have read InnoStage Workbench service
statement],the email address is optional.
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Figure 1-2 Service Statement

About InnoStage Workbench

the InnoStage Workbench is a one-stop digital platform for solution lifecycle management. It
digitalizes objects, workflows, and rules to help you design, deploy, verify, deliver, and manage
solutions online in a collaborative manner, accelerating solution monetization.To become a
InnoStage Workbench user, see thelnnoStage Workbench User Guide,

| have read InnoStage Workbe: e Statement

Use Now

Learn More Getting Started
Why choose InnoStage Workbench InnoStage Workbench Help Document

Click [Use Now]
1.2 Certification Test Operation Guide

1.2.1 Jointly Initiating a Project In The Partner Center

Partner needs to create a solution and initiate a joint project in the partner center.
After project initiation, a workspace is automatically generated in the InnoStage
Workbench. Partner account,Huawei PSA and two test engineers are automatically
added to the workspace.

NOTICE

If the partner program does not complete joint project initiation in the partner
center, you need to manually create a workspace in the nnoStage Workbench and
add space members. Go to Create Workspaces And Add Space Members to read
the guide.

1. Create a solution

The partner creates a solution and enters basic information in the Partner
Center. After the creation is complete. The solution information, such as the
solution name and function list, will be imported to the solution workbench.
For details, see Partner Center-Creating a Solution.

2. Jointly Initiating a Project

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 6
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The partner submits the project initiation application in the Partner Center.
Huawei reviewer reviews the project initiation. For details, see Partner
Center-Jointly Initiating a Project

3. After the joint project initiation is complete, a workspace is automatically
generated on the InnoStage Workbench. The project partner initiator, Huawei
PSA, and Huawei test engineer are automatically added to the workspace and
a solution draft is generated. The partner can click [Apply for Joint Design and
Verification] in the Partner Center. The solution editing page is displayed. See
Requesting Joint Design and Verification for details.

Create Workspaces And Add Space Members

If the partner has completed joint project initiation in the partner center, skip
this section.

1. InnoStage Workbench console -> Homepage ->click [Create].

Figure 1-3 New Space

[#2) Innostage Workbench & Homepage To-Dos@ Operations Center

™ Hi
- "

AT L2

Quick Entry Asset Center

- One-click architecture design

Architecture design can be carried out without the need for associated solutions

Type Solution Name Creat... | Created & Accessed §

2. Select [Partner Lead Baseline Build]. The overall process of Partner Lead
Baseline Build is automatically displayed on the right. Click [Next].

Figure 1-4 Creating Workspaces

I

3.  On the edit space information page, edit your space name in the format XX
Company-XX Solution-Partner Lead Product Certification Test. Replace XX
Company with your company name and XX Solution with your solution name.
Space Description is optional. Click [OK].
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Figure 1-5 Creating Workspaces
=
6
LLLLLL - e

Return to the home page of the InnoStage Workbench. You can view the
created space in the workspace list.

Figure 1-6 Homepage

8] InnoStage Workbench & P

™ Hi

b SO use | st 1036279
Quick Entry

- One-click architecture design

4 Architecture design can be carried out without the need for associated solutions

Quick Architure Design

After the space is created, add space members.Click the [Manage Members]
button of the workspace.

Figure 1-7 Homepage

[#2] Innostage Workbench @ Homepage

™ Hi
« MU | RO SAARAT

Quick Entry

architecture design

be carried out without the need for associated solutions.

4

(1] NOTE

Only members added to the workspace can participate in certification.The partner
needs to add Huawei members to the space.

Click the [Add] ->Click[Invite Members].
- Add two fixed Huawei test engineers and a PSA(Required).

Enterprise Account:HIS_techcert_intl IAM Username:wujunchuan
Role:Architec,Test engineer.

Enterprise Account:HIS_techcert_intl IAM Username:caofeng Role:Architec, Test
engineer.

Contact the ecosystem manager to obtain the psa account Role:Architec.

Issue 3.0 (2026-03-05)
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Figure 1-8 Invite Huawei members

InnoStage Workbench( Members

(o | [ w0

o | Nick

Tiii

XX Company-..

Workspace Manag.
X
| Add Users B

Reports - ]
Enterprise My Enterprise Invite Members (3 E

Workspace To-
Dos

>

* Enterprise Account * 1AM Username *Role Operation

Solutions.
HIS_techcert_intl caofeng X Architect X Testengineer X +

Design Canter

Verification Center . HIS_techcert_intl wujunchuan X Architect X Testengineer X +

Requirements PS4 Enterpr count P33 AN Username Architect X v t

Cases

Resources
Cancel

Issues
Verify Report

Recycle Bins

The invited person will receive the invitation to-do task. Click [Handle] and
agree to join the workspace.

Figure 1-9 to-do

p&] InnoStage Workbench & Homepage

My To-Dos My Applications

26 2 11

Created 6

Dec 24,2024 10:56:47 GMT+08:00

- You can also directly add an enterprise member with the same enterprise
account.(Optional)

Click[My Enterprise]->Select the members to be added to the space.

When creating a solution and designing an architecture, you need to select
the architect role.

When creating a requirement and executing a test case, you need to select
the test engineer role.

Click[OK]

Figure 1-10 Add enterprise members

Homepage | Edit Workspaco

©) crose wrkscame @ corvorsrscs

Add Users
Workspace Name @ £
. o

w
Works e ® A6 Usenar
Oeserton o

ccccc
e - al[c]
| Mckname sanea & overation
Jra— i Dec2s 2024 10511 GMT-2800

7. The space administrator can edit the role of a member in the workspace. On
the member management page, click the [edit] button of a member to
modify the role.
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Figure 1-11 Edit Member

InnoStage Workbench ()~ Members

XX Company

Hayontestt Do 10,2024 19:57:19 GMT+0800
Jan 02, 2025 09.3732 GMT-08.00

Edit Members
Dec 10,2024 19:57:19 GMT+08.00

Verfcaton Center

L] NOTE
Huawei test engineers(TE)are responsible for helping you complete the test. If you
encounter any problem, you can contact Huawei test engineers by email.
wujunchuan:wujunchuan@huawei-partners.com

caofeng:caofeng24@h-partners.com

1.2.2 Create Solution

Partner Architects register solutions.

The architect clicks the workspace name on the home page to go to the solution
management page.

Figure 1-12 Homepage

[##] Innostage Workbench &
™~ Hi
o Eremseuser | st onsszrss

Quick Entry Asset Center

One-click architecture design

Architecture design can be carried out without the need for associated solutions

Quick Architure Design Project HLD

=

Workspaces

Source 7 Tyve Solution Name Crea... | Created & Accessed & Description

yangr..  Jan22,2026 112830 . Jan 30,2026 19:59:54

Complete solution registration on the InnoStage Workbench.

e If you completed the joint project initiation in the partner center, you can go
to the solution draft editing page of the InnoStage Workbench from the
partner center. For details, see Certification Test Operation Guide.
Alternatively, you can log in to the InnoStage Workbench , click the
workspace name to enter the workspace, click the solution name.

Figure 1-13 Editing Solution

InnoStage Workbench(y ~ Solution Management

operation guide

Recycle Bins

Created & Review st..

Aug 01, 2025 002329 GMT.
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e If you create a workspace manually, you need to create a schema
manually,log in to the InnoStage Workbench , click the workspace name to
enter the workspace, choose [Solution] -> [Create].

Figure 1-14 Creating Solution

InnoStage Workbench (3~ Solution Management

operation guide

1 Solution Registration 2 | Solution design 3 Solution Verification 4| Report Generation

Reuse Verified Solution-NoS(Create)

Step 1 Basic Information:

Figure 1-15 Solution Registration

< Solution Registration °sommn Registration 2 Version Manag gement

®

F{®)

eeeeeeee

Fill in the solution basic info.

Information item Description

Solution Name If the solution name has been
automatically filled in, do not modify
it. If the solution name is not
automatically filled in, associate it with
CSBI,the solution name will be
automatically filled in based on CSBI.
If the project initiation has not been
completed,please enter the solution
name,the solution name must be
consistent with the solution name in
the project initiation OBP material.

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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Information item

Description

Access Type

The value can be
Hardware,API,Lisence,Saas.

Associate CSBI(Optional)

Associate the solution of the CSBI
master data platform. The baseline
solution must be initiated and
associated here. If the project initiation
has not been completed, you can also
complete the association through the
solution change function after the
project initiation is completed.

Applicable Industry

Select the industry to which the
product is applied. You can select
multiple industries.

Deployment Environment

Set this parameter based on the actual
deployment environment. The value
can be HUAWEI CLOUD, HUAWEI
CLOUD Stack (HCS), HUAWEI CLOUD
Stack Online (HCSO), or Intelligent
EdgeSite (IES)

Solution Description

Fill in the product solution description
by referring to the sample text
dimension.(The solution description is
mandatory. Do not use the sample text
directly.)

Select Node Handler.

Information Description
item

Sub-item

Solution design

The person responsible for
designing the technical
architecture and
configuration list needs to
be an architect role in the
workspace to be selected.

Select a partner's architect

Solution review

Person responsible for
reviewing the solution,
technical architecture, and
configuration list

Select the PSA and a TE that
interconnects with the project.

Test requirement
submission

Person responsible for
editing and submitting
test requirements

Select a partner's test engineer

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 12
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Information
item

Description

Sub-item

Test case design

Person responsible for
designing test cases based
on service requirements.

Select a partner's test engineer

Test case
execution

Person responsible for
executing test cases

Select a partner's test engineer

Test requirement
review

Person responsible for
reviewing requirements

Select the TE that interconnects
with the project.

Test case review

Person responsible for
reviewing whether test
cases are qualified

Select the TE that interconnects
with the project.

Test report
review

Person responsible for
reviewing whether the test
report is qualified

Select Caofeng and
wujunchaun.

NOTICE

By default, the handler of each node is the specified user in the flowchart.

When finished, click [complete solution registe,to version manager].

Step 2 Version Manager:

Click [Add]->Enter the version number in the dialog box that is displayed.

Figure 1-16 Add Version

< Version Management

Version Management

N )

vvvvvvvvv

[ Y—

Add Version

VersionNo @

®

[&m

When finished, click [Complete version management and proceed to Function List
& Self-Ilnspection Checklist].

Step 3 Function List & Self-Inspection Checklist:During subsequent solution
verification, function test requirements and test cases are generated based on

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 13
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the function list, performance test requirements and test cases are generated
based on the performance indicator selfCheck, and reliability test
requirements and test cases are generated based on the reliability index self-
check.

1. Download the function list template.

Figure 1-17 Download template

Function List & Self-
Inspection Checkist

< Function List & Self-Inspection Checklist @ Solution Registration @ Version Management

Function List & Self-Inspection Checklist

FunctionList  Performance Self Check Reliabiliy Self Check

Productor Soluton Com...

Product or Solution Compon... | L1 Solution Module L2 Primary Function L3 Secondary Function Feature Description Core Function Operation

fauty code,
code), software or by te right holder, and RMS snrypted fes.
the

3. Upload fies in xsx format, with a

2. Fillin the function list template.

- Open the template and enter the solution name in the format of [XXX
system product function list, version number: vx.x].

Figure 1-18 Modifying the solution name and version number

(& Import Functon List & Selfinspecton Checkist

‘ XXX system product function list/XXX solution feature list, version number: vx.x‘

Product or S
Solution o er e F=imeEiErye Feature Category-L2* Feature Category-L3* Feature Description*
Component Name* L1#
‘Component Type*

Figure 1-19 Example

[lntelligenl Finance system product function list, version number: v1.0 ]
I T

Product or 5
Solution (RIS FETRELTTy Feature Category-L2* Feature Category-L3* Feature Description*
‘Component Name* Li*
Compenent Type*

- The information in column A does not need to be adjusted. The product
or solution component column in column B has three types: software,
hardware, and manual service. Fill in the content involved in the solution
based on the site requirements. In normal cases, the software part is
mandatory. For components that are not involved, delete the
corresponding information.

Issue 3.0 (2026-03-05)
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Figure 1-20 Software, hardware, and manual service types
XXX xyst[em product function Ii:t/)()()(snlu!ian feature list, v[ersinn number: vx.x :
Pi:ﬂiiﬁ.?' :’:.:::‘":f‘ﬁ;‘;’l:’ “"""l?x"“‘"y' Feature Category-L2* Feature Category-L3* Feature Description* Core functions*
Component Type*

Figure 1-21 Example

Product or -
Solution i eEniy FmREtErmyr Feature Category-L2* Feature Category-L3* Feature Description*
Component Name* L1*
Component Type*
PRt it ‘prise user management o cription 1
me
Operation cen

Workbench

Waork management

Work management

Fill in the component feature division in columns D, E, and F. In the same

column, cells with the same name are combined to facilitate

identification on the Innostage workbench. For core functions in column
G, partner lead venture is mandatory, corresponding to some sub-
functions under level-2 functions, such as "Add" and "Delete". If there is
no core function, copy the secondary function name to the core function.

Figure 1-22 Filling in columns C, D, E, and F

Product or

s Com::ll:i:";ype— ?c;:::::ns‘r:::e? Feature CHtegon” | Feature Category-L2* Feature Category-L3* Feature Description® s
Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 15




HaydnCSF
Best Practices

1 Partner Lead Certification Tests On InnoStage
Workbench

3.

Figure 1-23 Example

2 Intelligent Finance system product function list, version number: v1.0
Product or
- Product or Scenario | Feature Category- " . intion® onet
Solution o s A Feature Category-L2 Feature Category-L3 Feature Description’ Core functions'

5 | Component Type*

- The self-check table allows you to edit the self-check of performance and
reliability indicators in the template.

Figure 1-24 Self-check list

A 3 5 ) 3

Performance Description: The merchant shall fill in N performance indicators (N>0) based on the product's capabilities, which will serve as

important references for subsequent testing.

If there is no commitment or involvement, this form may be left blank.
self-check scenario

Self-check items
|Average response time: 171 87ms, success rate: 100%, rps: 57.04, CPU usage: 1% memory usage 21% Passed the criteria.

Order placement Function

Relabilty index self-check] D

After the above information is complete, save the file and modify the file
name in the format of [XX Company-XX Solution Function List]

Import FunctionList&Sel-lnspection Checkist.click [Import FunctionList&Sel-
Inspection Checkist]->Import template.

Figure 1-25 Import FunctionList&Sel-lnspection Checkist
@ Solution Registration @ Version Management

Function List & Self-

< Function List & Self-Inspection Checklist Inspection Checklist

Function List & Self-Inspection Checklist (@ Import Function L

Function List Performance Self Check Reliability Self Check

Enter a keyword, Q Product or Solution Com... ~ | | Enter a keyword

Product or Solution Compon. L1 Solution Module L2 Primary Function L3 Secondary Function Feature Description Core Function

+ Create Product or Solution Component Type

No data available.

No data available.

© 1. Ensure that he attachment does not contain non-public information assets (including but not limited to key source code, fauty code,
and full set of productiplatiorm source code), software or tools that are not authorized by th right holder, and RMS encrypted files
2. The functional specifcations included in the file must be consistent with the specifcations in the specification management.
3. Upload files in xsx format,with a il size not exceeding 20MB. Click Download Template

Import Function List & Seff-nspection Checkiist

Issue 3.0 (2026-03-05)
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Figure 1-26 FunctionList Example

< Function List & Self-Inspection Checklist

Function List & Self-Inspection Checklist

FunctionList ~ Performance Self Check 4 Reliability Self Check

Entera keyword Productor Solution Com... | | Enera key

Product or Solution Compon.
-+ Create Product or Solution Component Type

() Product or solution software
() Trading system

1 Operation center

L2 User management
L3 Enterprise user management
L3 Individual User Management

Trading system
) L2 Personal Center
13 Logn

13 LogOut

L3 Setting basic information

L3 Securty Settings

Total Records: 14

(1] NOTE

L1 Solution Module

L2 Primary Function

L3 Secondary Function

Enterprise user management

User management

Operation center

Indvidual User Managament

Login

Personal Center

Log out

Function List & Self-
Inspection Checkiist

Feature Description

‘Adding, geleing, modiying, an.

‘Adding, deleing, madiying, an.

Loginto the system as  user

Log outof the system

Manual addition, deletion, and modification are also supported.

Figure 1-27 FunctionList

< Function List & Self-Inspection Checklist

Function List & Self-Inspection Checklist

FunctionList ~ Performance Self Check  Reliabilty Self Check.

Entora keyword Q Productor Soluton Com...

Product or Solution Compone...
+ Create Productor Solution Component Type

@ Product or solution software
=) Trading system
L1 Operation center

) L2 Usermanagement

L3 Enterprise user management

L3 Individual User Management
Trading system
) 12 Personal Center

3 Logn

3 Logout

3 settng basic information

Securty Setings

Totl Recores: 14

Figure 1-28 FunctionList

< Function List & Self-Inspection Checklist

Function List & Self-Inspection Checklist

FunctionList  Performance Self Check  Reliability Self Check

Gore Function ™

Enlera key

+ Create Productor Solution Component Type

Feature Description
() Productor soution softviare

() Tradingsystem
) L1 Operaon cnter
(O L2 Usermanagement

L3 Enterprise user management

ual User Management
Personal Center

13 Logn

13 Logout

13 seting basic information

L3 Securty Settngs

4.

L1 Solution Module

Operation center

‘Adding, deleting, modiying, and querying ndividual users

(@) veson aageren

L2 Primary Function

Enterprise user management

User management

Indvicual User Managemen.

Login
Personal Center
Log Out

(@) vason aagemen

Core Function
aueryng users
Ading user
doloting user

modiying user

L3 secondary Function

Function List & Self-
Inspection Checkist

alle
Featurs Description Core Function Operation
auenjing uers €t Doite
Adeing user €t Doite
‘Adding, deleting, modityng, an ?
delting user Eot Deite | Hep
modtying ser cat poete | 6
auening users et vsee |
"R
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Adaing, deletng, mosyng,an
delting user Eot Delete
modtying ser Eot Delete
Logintome sysemasauser. Lo £t Dolete
Log out of the system Log out Edit Delete <
wvlc o

Function List & Selr-
Inspection Checkist

(5 Import Function List & Seffinspecton Checkist

Q
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J— .
e ean vate
2 ¢
¢
‘modifying user Edit Delete He
R ca vaws &
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"
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4

Architecture Design 5 | Review Solution

5 Import Function Lst & Seftnspection Checklst

4 Architecture Design 5 | Review Solution

(& Import Function List & Seftinspection Checklist

Operation

Sel-lnspection Checklist,If the self-check commitment switch is turned on, the

system automatically generates performance test cases and reliability test
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cases after the requirement is submitted in the verification phase. One test
case is generated for each indicator.

Figure 1-29 Sel-Inspection Example

< Function List & Self-Inspection Checklist (%) sotton Regitaton (%) version vanagerment il lees

Inspection Checklist

4 Architecture Design

Function List & Self-Inspection Checklist & Import Functon List & Seffinspection Checklist

FunctionList  Performance Self Check  Reliabilty Self Check

© istherea

Performance Self Check Metric

‘Average response ime: 171.87ms, success rate: 100%, ps: 57,04, CPU usage: 15, memory usage: 21%. Passed the criera

g pp———

When finished, click [Complete the function list and de-architecture design].
(1 NOTE

If your business does not need to test performance or reliability, close the Promised
button.

Step 4 Architecture Design;

1. Integration Architecture Design.

Click [Create Architecture] and enter the integration architecture name and
deployment environment.

Figure 1-30 Create Architecture

< Architecture Design @ Solution Registration

Func
Version M nt .
@ IS Insp  Create Architecture

Design Technical Archi Diagram

Architecture Name

© Integration Archieciure
Diagram My Architecture Design
& Auchtectre ot desgned

HUAWEI CLOUD
Configuration List

dreate Architecture

i >
-]
[
[
L]
1]
il
1]

= B
. ¢
Architecture Diagram Template i
Featured Featured Featured
Indusiria Intemet Solton M. Enterprise Applcaton Cloudi. Geo-Redundant DR Soluion (.
10 Referencec d . 13 Referencec d 1 Refe d o
Featured Featured Featured
. HUAWEI CLOUD Digta Mark. = ‘SAP Cloud Data Integraton S System Architectue Referenc.
10 Referenced A 54 Referencec d 29 Reference d
Featured Fealured

Design the integration architecture in the designer.For details, seeDesigning
an Technical Architecture.
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Figure 1-31 Architecture Design

< Technical Architecture Diagram: Integration Architecture

wsczoa.. v || [0 Diagram Element Settings » 2 (% %

o v @A o

HCHHCSHHCSO  HC >

~ Base Shape

2. After the integration architecture design is complete, return to the Catalog
page, select the configuration list, click [Create], and fill in the configuration
list name and associated integration architecture in the dialog box that is
displayed.

----End

Review Solution

Step 1 After completing the architecture and configuration list design, the designer clicks
[Complete the design and go to Solution Review].

Figure 1-32 Design Center

< Architecture Design

Funcion List & Self-
(&) sotton Regisaton () verson uanagement e ——— (@ rentecture Design 5 ) Review Solution
Inspection Checkist
Architecture Design Technical Architecture Diagram
© Integration Architecture
Diagram My Architecture Design 8 CardView | = List View
HUAWEI CLOUD
Configuration List
te Archi
®
@
R
Architecture Diagram Template More > gt
Incustrl Inteme Souton M Enterpris Appicaton Cloud Geo-Reduncant DR

HUAWEI CLOUD Dighal Mark

Step 2 Select the architecture and configuration list to be reviewed, select the reviewer,
and click [Submit for Review].
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Figure 1-33 Review Solution

@ oo soin

< Review Solution @ Solution Registration

Basic Information

Architecture Design

2]
@

Architecture Name

v Createaty 7 Creating Time & Reviewer 7 Review Detal
7
'HUAWEI CLOUD Configuration List yangrenhui Jul 21, 2025 09:23.41 GMT+08:00 [®)

@
Submit for Review suomt
Rovever ©
-
<

Step 3 The reviewer will generate a to-do task. Click the button of the to-do task to go to
the review page.

Figure 1-34 To-Dos

##) Innostage Workbench © Homepage  To-Dos@
My To-Dos My Applications
10 813
Complted 47 Tl 57 Completed 12 Toal 25
Workspace R Q
Workspace: Ser Created &

Feb 09, 2026 18:22:08 GMT+08:00

X Company-XX Solution-Partner Lead Product Certi . de;

Step 4 On the review page, click the [Review] button of the architecture or configuration
list to review the architecture or configuration list. Select Through or Reject and
click [OK.]

Figure 1-35 Review Solution

< | To-Dos

Basic Information £ Functon List & Seltnspection Checkst

Appicable In
Retai
Architecture Design
Architecture Name v | Enterakeywora allalle
Review Status Created by 7 Creating Time &
HUAWE! © ToBe Reviewed yangrennul 0121, 2025 092341 GUT=08.00
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Figure 1-36 Review Solution

< | To-Dos Integration ArchitectureDetails

Basic Information
Solion Name Deploy)
damo soluion Huawel

Architecture Design

4 Bl ana conne F
) (= & Moo e

nnnnnnn
architure catalory 7 Architecture Name Revl

Come ) (o6

The rejected architecture or configuration list returns to the to-be-submitted
phase. The designer modifies the rejected architecture or configuration list and
submits it for review.

--—-End

Reuse Verified Solution-Yes
(11 NOTE

If you meet the requirements for report reuse, you can reuse historical test reports without
repeated tests(only test reports of the AP-Singapore site can be reused). If the reuse
conditions are not met, the reuse process is still performed. Test cases that need to be
retested need be designed in the case design phase.

Step 1 If you have completed certification tests such as Joint Operation Verification or
advanced cloud software on the Innostage Workbench, select Reuse and select the
workspace,solution,test requirement to which the report to be reused belongs.

Figure 1-37 Reuse Verified Solution

< Solution Registration @ sovion regsiaton

o has the old desig

Workspace Reused Soluion

XX Company-XX Solution-Partner Lead Product Certicatio

inod: Partneried reuses Parinerded
Solution Name Access Type Associate CSBI(Optional) (@ [®)

Video Content Tagging | VCT | CS10004195

© Verty Solution

Step 2 Fill in the solution basic info.
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Information item

Description

Solution Name

If the solution name has been
automatically filled in, do not modify
it. If the solution name is not
automatically filled in, associate it with
CSBI,the solution name will be
automatically filled in based on CSBI.
If the project initiation has not been
completed,please enter the solution
name,the solution name must be
consistent with the solution name in
the project initiation OBP material.

Access Type

The value can be
Hardware,API,Lisence,Saas.

Associate CSBI(Optional)

Associate the solution of the CSBI
master data platform. The baseline
solution must be initiated and
associated here. If the project initiation
has not been completed, you can also
complete the association through the
solution change function after the
project initiation is completed.

Applicable Industry

Select the industry to which the
product is applied. You can select
multiple industries.

Deployment Environment

Set this parameter based on the actual
deployment environment. The value
can be HUAWEI CLOUD, HUAWEI
CLOUD Stack (HCS), HUAWEI CLOUD
Stack Online (HCSO), or Intelligent
EdgeSite (IES)

Solution Description

Fill in the product solution description
by referring to the sample text
dimension.(The solution description is
mandatory. Do not use the sample text
directly.)

Select Node Handler.
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Information Description Sub-item
item

Solution design | The person responsible for | Select a partner's architect
designing the technical
architecture and
configuration list needs to
be an architect role in the
workspace to be selected.

Solution review | Person responsible for Select the PSA and a TE that
reviewing the solution, interconnects with the project.
technical architecture, and
configuration list

Test requirement | Person responsible for Select a partner's test engineer
submission editing and submitting
test requirements

Test case design | Person responsible for Select a partner's test engineer
designing test cases based
on service requirements.

Test case Person responsible for Select a partner's test engineer
execution executing test cases
Test requirement | Person responsible for Select the TE that interconnects
review reviewing requirements with the project.
Test case review | Person responsible for Select the TE that interconnects
reviewing whether test with the project.
cases are qualified
Test report Person responsible for Select Caofeng and
review reviewing whether the test | wujunchaun.

report is qualified

click[complete solution register,to version manager].

Step 3 The solution version automatically inherits the version of the reused solution. You
can manually add versions.
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Figure 1-38 Version Management

. unc
< Version Management () sotton regsraton ——— (@) verson wanagement EOl 4 Archtecture Design 5 | Review Solution

nnnnnnnn

nnnnnnnnnn

When finished, click[Complete versio management and proceed to Function List &
Self-Inspection Checklist].

pection Checkist

In the "Capability Assessment" table, the column Qualified is displayed. The test

case marked with Yes indicates that the test case has been executed and passed

for the reused test requirement. In this case, you do not need to perform the test
again. The test cases marked No are the test cases that need to be retested.

Figure 1-39 Reuse Verified Solution

InnoStage Workbench ()

Capability Assessment (Partner Lead)

(11 NOTE

The criterion for determining whether the solution can be reused is as follows: Compare the
solution architecture and function list to be reused. If the architecture is consistent and the
change rate of the function list is lower than 10%, the solution can be reused.

Step 4 The new solution automatically inherits the function list of the reused solution. If

the new solution requires new function modules, add new function items to the
original function list. For details, seeFunction List.
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Figure 1-40 Function List & Self-Inspection Checklist

Function List & Self-

< Function List & Self-Inspection Checklist () sowton Registaton () version vanagement 4 Architectue Design 5 Review Solution
Inspecton Checkist
Function List & Self-Inspection Checklist Reuse ® Pt © Chectist
Funclon Ut Performance SeffCheck  Relabity SeffGheck
Product or Solution Com. M Enter a keywor Q Q
Product or Soluion Compen.. | L1 Soluion Module L2 Primary Funcion 15 Secondary Functon Feature Descripion Operation
+ Creat Product r Soltion Comperent Type
€
£t ool
Enterise user management  Addng, dltng, modiyig, an
€t Dol i
User management
e &
‘Trading system Operation center ¢
g € :
IndviualUser Management  Adding, deleing,modiig,an
aoeting e
L3 Setting basic information modifying user Edt Delete
5 secutty Seings Login Lgnbesstenssauser  Logn
Personal G
Logout Logautothe sytem Logout £t pelete
ot Records: 14 R

When finished, click[Complete versio management and proceed to Function List &
Self-Inspection Checklist].

Step 5 The new solution automatically inherits the integration architecture and
configuration list of the reused solution. If the new solution needs to modify the
architecture or configuration list, modify the architecture or configuration list
based on the existing architecture and configuration list. For details, seeSolution
design.

Figure 1-41 Architecture Design

. . Functon List & Self
< Architecture Design () sowton regsaton () verson wanagement ey ——— (@ enmecure esan 5 Review Solution .
Architecture Design Technical Architecture Diagram (
® Integration Architecture
Diagram My Architecture Design ) = uetve ¢

HUAWEI CLOUD Reuse
Configuration List

Create Architecture

Architecture Diagram Template More > >
eat Fea ! Featured
Industial Itemet Soluio-Mu. HUAWE! CLOUD Data Enabl
,,,,,,,
i
Featured Featured Featured Featured
HUAWEI CLOUD Digital Mark. SAP Cloud Data Integraion S System Avchitecture Referenc. ++ General Data Enablement- S
0 Referenced
Feal

(( Next, go to HUAWEI CLOUD Config

When finished, click[Review Solution].
Step 6 Submit for review.

After the solution design is complete, click [Complete the design and go to
Solution Review].
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Figure 1-42 Review Solution
Function List& Seff- omm“mnﬁm .

(D st gt Ipectoncheces

88 CargView = Lt View ®

< Architecture Design

Architecture Design HUAWEI CLOUD Configuration List

9 Integration Architecture
Diagram My Configuration List

® HUAWEI CLOUD
Configuration List

Step 7 Select the architecture to be submitted, use the default handler as the reviewer.
(Huawei test engineers are required),click [Submit for Review] .

Figure 1-43 review the solution
S

Version i t Review Solut
(D) s g pecionCheci: e =

() sowtonegstaon

< Review Solution

Basic Information
“ . men Ao ¢
melgentFoance e Cloud intemet
Architecture Design
Archtecture Name v ) [ Enterakeywors. ae
7 Createdby 7 Creating Time & Reviewer 7 Review Detail
Inegration Architecture Diagram yangrenhui Jan 22,2026 18:55:53 GMT+08:00
O]
yangrentul Jan 27,2026 195428 GMT=08.00 o

Submit for Review

Step 8 After the architecture is submitted, Huawei PSA and test engineers generate a to-
do task. After the to-do task is approved by them, the solution phase is design

completion.

Figure 1-44 to-do

#¢) Innostage Workbench © Homepage  To-Dos@
My To-Dos My Applications
& 10 12
Tol 45 Complted & Toul 20

Completed 35

To-Dos 7 Created &

Jan 29, 2026 11:51:31 GMT+08:00

Workspace
XX Company-XX Solution-Partner Lead Product Certl...  Inteligent Finance Solution review
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Figure 1-45 Solution Management

InnoStage Workbench(y ~ Solution Management

operation guide

1 Solution Regisiration

--—-End

1.2.3 Solution design

2 Solution design

3| Solution Verification

4 Report Generation

In the architecture design phase, partner architects complete the integration
architecture design and resource list configuration.

NOTICE

The architecture diagram must be consistent with the architecture in the OBP

material.

e Creating A Technical Architecture

Step 1

On the Architecture Design page, click [Create Architecture].

In the displayed dialog box, new architectures can be created and existing
architectures can be copied(Creating a new architecture is used as an
example.).enter the architecture name, select a deployment environment, and click

[OK].

Figure 1-46 Architecture Design Entry

< Architecture Design

Architecture Design Technical Architecture Diagram

® Integration Architecture
Diagram My Architecture Design

r
Create Architecture

HUAWEI CLOUD
Configuration List

Architecture Diagram Template
Featuad
Indusiil Infemet Souon-Mo.
10 Referenced

13 Referenced

Featured
. HUAWEI CLOUD Digital Mark.

10 Referenced 56 Referenced

Featured

Step 2 Design architecture

() sotton regsaton

Featured

Enterprise Appication Cloud

Featured
‘SAP Cloud Data Intagration S.

(@) vesonwamagemen —

Create Architecture

Creation Method

a oA A

‘Architecture Name

B & & B8

Geo-Redundant DR $

11 Referenced

e Template recommend:Click [Template Recommendation]. A dialog box is
displayed. In the dialog box, you can search for or filter architecture
templates. After finding the schema template, click [Reference Template] to

load the template to the canvas.
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Figure 1-47 Design Architecture
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Drag diagram elements:select a diagram element in the diagram element
library, and then drag the diagram element to the canvas(The deployment
environment can be switched on the element library.).

Figure 1-48 Drag Diagram Elements
< . [ it v |

16:9 (1280x v 1o Diagram Element Settings v £ % ¥ P 0w v QQE |6~ B vEa-

i

0@06

Diagram element association:move the cursor to a diagram element
(without clicking it). Connection anchor points are displayed around the
diagram element. Select an anchor point, hold down the left mouse button,
and drag it to another diagram element anchor point to complete the
connection.
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Figure 1-49 Diagram Element Association

8

Elastic Load Balance

S

woi Cloud Se:fk

Figure 1-50 Design Center

x

Elastic Load Balance

S

o Cloud Server

--—-End

Figure 1-51 A Final Example Architecture Diagram

HUAWEI CLOUD

Regions
n Table
Connect m
o= =
= e
SAP application ser@ %Eﬁ,{%%lﬁn and data integration platform Data Warehouse Service Data governance center

B HAMA
connector

HAMA application server Cloud data migration MapReduce Service Bl report

nThe SAP table connector developed by the ROMA FDI application and data integration platform extracts data from the SAP ERP to the data
warehouse/big data platform. Supports full or timestamp-based incremental extraction of SAP cluster tables, transparent tables, pool tables, and views.

The ODP connector developed by the ROMA FDI application and data integration platform extracts data from SAP ERP to the data warehouse/big data
platform. Extracts SAP data from the predefined data layer through the ODATA protocel, automatically creates tables, and extracts full and incremental
data.

The HAMA table connector developed by CDM is used to extract data from the SAP database to the data warehouse or big data platform. The SAP
HAMA table connector has certain restrictions. For example, SAP HANA cannot be used as the destination end.
BW/4 FOR HAMA is not supported. Automatic table creation at the destination end is not supported.

e Design The Configuration List
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During subsequent verification tests, the system will automatically identify cloud
services in the configuration list and generate required integration cases.

Step 1 After the integration architecture design is complete, return to the architecture
design page. Select the configuration list and click [New]. In the dialog box that is
displayed, enter the configuration list name and select the associated integration
architecture.

Figure 1-52 Design Center

< Architecture Design

o @
Architecture Design HUAWEI CLOUD Configuration List s
© Integration Architecture
| Diagram My Configuration List ®
o[HUAWEI cLouD (i )
ol )
+
Create
®
@
"R
(8]

Step 2 Click a diagram element in the deployment architecture canvas,the Price
Calculator dialog box is displayed. Select the specifications and click [Save].

Figure 1-53 Deployment Architecture

< | Design Certe

Transte to Othrs or Design

uuuuuuuuuuuuuuuuuuuuuuuu

Step 3 Click the [Configuration list] to view the saved configuration specifications.

If the service does not support the price calculator, click [Add Configuration Item],
select a custom service and manually enter the configuration.

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 30



HaydnCSF

1 Partner Lead Certification Tests On InnoStage
Best Practices

Workbench

Figure 1-54 Configuration List

Function List & Self-
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Step 4 After the design is complete, click [Complete the design and go to Solution
Review].

Figure 1-55 Complete the design and go to Solution Review

Function List & Sel-
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Step 5 Select the architecture and configuration list to be submitted for review, select the
default approver, and click [Submit for Review].

Figure 1-56
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Step 6 The reviewer generates a to-do task. Click the [Handle] button to go to the review
page.

Figure 1-57 to-do

[##) Innostage Workbench © Homepage  To-Dos

My To-Dos My Applications
Z10 11

Completed 1

aaaaaaaaa

Step 7 The reviewer clicks the [Review] button of the architecture and configuration list
to review the architecture and configuration list. If the architecture is rejected, the
architecture returns to the to-be-submitted phase and needs to be modified and
submitted for review again.

Figure 1-58 Review

MMMMMMMMMMMM

Architecture Design
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(11 NOTE

There is no charge for generating Configuration list, but for configuring specifications and
generating reference prices.

--—-End

1.2.4 Test Requirements Submission

The partner's test engineer submits the test requirement.

After the solution is approved, the partner's test engineer can access the
workspace and click [Requirement Management.] Once the solution review is
passed, a requirement will be automatically created. You can directly click
[Enter Verification] on this requirement to complete the requirement details.
Alternatively, you can click the [Create] button in the upper left corner to
create a new requirement. For certification test requirements, please refer to
HUAWEI CLOUD Certification Test Contents And Requirements .

(11 NOTE

If the solution is reused, requirements and test cases will be copied. You only need to check
whether requirement items and test cases need to be added based on the actual scenario.
The operation process is the same as that of the non-reuse process.
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test requirement submission

Step 1 Click [Enter Verification] and then [Test Requirement Submit] to access the test
requirement page.

This section uses the example of editing an automatically created
requirement.

Figure 1-59 Requirements

InnoStage Workbench(d  Requirements

Inteligent Finance yangrenhui Jan 28, 2026 11:6255 GMT+08.00 TestRequementSubmsson - EnlerVerficaon A Copy Delete

ccccc

Step 2 Check and fill in the requirement information.

e Solution name: The solution name is automatically associated with the
solution name created earlier and cannot be modified.

e \Verification process type: The process based on the solution type. cannot be
modified.

e Flowchart: You can change the owner of the process after "Test requirement
creation." If the owner does not need to be changed, you do not need to
modify the process.

Figure 1-60 Submit Test Requirement(solution info)
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Solution Information

;;;;;;;;;
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Step 3 Associate the integration architecture and configuration list.

e If there are multiple integration architectures, you can associate them at this
step.

e  Click [Architecture] or [Configuration List] to view details.
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Figure 1-61 Submit Test Requirement(integration architecture and configuration
list)

<

Step 4 Test requirement.
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Solution Information
integration archi and on list
Integration Architecture C
Configuraton st 1C com

Test Requirements

 Test Recuirement Name
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Test requirement name: can be customized.

Test requirement type: Security test, integration test, and function test are
mandatory, while performance test and reliability test are optional. You can
delete the test requirement types that are not involved,System corresponding

test cases are generated based on the test requirement type.

Figure 1-62 Submit Test Requirement
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+ Add Test Requirement

Step 5 Click [Next, go test the requirements audit.], Review Test Requirement to submit
the test requirement for review.

Figure 1-63 Go Test the Requirements Audit
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Figure 1-64 Review
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--—-End

Reviewing test requirements

Huawei Cloud test engineers review the test requirements submitted by partners.
Find the review to-do task and click [Handle]. The review page is displayed.

Figure 1-65 To-Do
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Figure 1-66 Review Test Requirements
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(11 NOTE

Test Resource Provisioning,Test Case Design and Test Case Execution are not in sequence.
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1.2.5 Test Cases Design

The partner's test engineers design test cases.

(11 NOTE

Security scanning cases can use third-party tools or the security scanning function provided
by InnoStage Workbench.

The security automation function of InnoStage Workbench(includes web automated
scanning and binary automated scanning) depends on the capabilities of the VSS cloud
service on the China website. Therefore, the security scanning data is sent to the China
website. We will perform the following operations to ensure your data security:

1. Encrypt your data during transmission.
2. Encrypt your sensitive data during scanning.
3. Destroy your data periodically after the scan is complete.

You can also use a third-party test tool. we provides the third-party test tool guide is
provided later.

After the test requirement is submitted, the system automatically generates
security test cases and performance test cases based on the test case template,
and generates function test cases and integration test cases based on the function
list and architecture.

(11 NOTE

e If a requirement is reused, all the test cases of the reused requirement are inherited, and
the inherited test cases do not need to be modified. If new test cases are added for new
requirements, handle the new test cases by referring to this topic.

e [f the function list is changed compared with the reused solution, function cases are
loaded, you need to perform a virus scanning test again. For details, contact Huawei test
engineers.

wujunchuan:wujunchuan@huawei-partners.com

caofeng:caofeng24@h-partners.com

Step 1 In the test requirement module, click the [Test Case Design and Execution] to
enter the test case and design.

Figure 1-67 Test Case Design and Execution

InnoStage Workbench)  Requirements
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Step 2 The "Case Management" page will be displayed. On this page, you can perform
operations such as creating, modifying, executing, and deleting test cases.

(11 NOTE

The system has generated test cases based on the solution information and requirement
template. The test cases are designed based on your actual situation.
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[Create]: You can create new test cases.

[Import]: You can fill in the Excel test case template and then import the test
cases.

[Loading Templates]: You can load test cases in a test case template in batches.

[Edit]: You can edit and modify the test case content. Security test cases are Al

test cases provided by Huawei and cannot be edited or modified.

[Execute]: Click Execute to execute the test case and change the execution status

of the test case.

Figure 1-68 Case Management
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--—-End

Design Function Cases

1. Click [Function Test] to view the names of function test cases automatically

generated based on the function list uploaded during the solution creation
phase.

Figure 1-69 Function Test
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2. Currently, only the names of service function test cases are generated. You
need to click the [Edit] button on the right of each service function to

aaaaaa

complete the prerequisites, procedure, and expected result of the test case.

Issue 3.0 (2026-03-05) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

37



HaydnCSF 1 Partner Lead Certification Tests On InnoStage
Best Practices Workbench

Figure 1-70 Edit Function Test Case
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3. Edit function test case

- The page for editing test cases is displayed. On this page, the case
description and prerequisites are optional.

- enter the first step of the test procedure in the input box under "Step
Description"; then, in the input box below "Expected Result" on the right
side of the operation steps, enter the expected result corresponding to
the first step.

- If there are multiple operation steps, click the [Add] button below to
customize the number of operation steps you need to add, and then
complete the remaining operation steps and their corresponding expected
results, forming an end-to-end scenario

- After editing, click [Save].

Figure 1-71
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If there are a large number of function test cases, you can import test cases
in batches to edit them in batches.

1. Select function cases, click [Export], Export the generated test case
information..
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Figure 1-72 Export Test Case
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2. Enter the step description and expected result in the exported file.

Figure 1-73 Enter Exported File
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NOTICE

e Enter the test case information based on the remarks in the test case
template.

e Cells without contents cannot contain spaces or newline characters.

e After filling in the test case information, delete the three lines in red. If the
three lines are not deleted, a message will be displayed indicating that the
three lines fail to be verified during the import. However, the test cases will
still be imported.

3.  On the Case Management page, click [Import] and [select file] to import the
case in batches.The system updates test case steps in batches.

Figure 1-74 Import Case
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Design security cases
Security manual test cases do not need to be edited.

e If you use third-party tool to scan binary viruses ,retain the manual scanning
case and delete the binary scanning cases in security automation.
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Figure 1-75 Case Management
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e If you use the security scanning function provided by InnoStage Workbench to
scan the binary viruses (vulnerabilities and viruses can be scanned at a time),
retain the binary scanning case in security automation and delete the manual
scanning case.

Figure 1-76 Case Management

InnoStage Workbench () Case Management

Design reliability test cases.(Optional)

If there are reliability indicators in the function list, the system generates reliability
test cases. In this case, you need to design reliability test cases based on the
reliability indicators in the function list.For details, seeDesign Function Cases.

Design Integration Cases

The system has automatically generated integration cases. You need to edit the
case and replace "xx" in the case with the actual service information.

1. Select the integration test requirement and click the [Edit] button of the
integration test cases.

Figure 1-77 Test Case Management

InnoStage Workbench ()~ cas
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2. Replace "xx" in the case with the actual service information.
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Figure 1-78 Edit Test Case

InnoStage Workbench(y  Case Management  New Cases

Design Performance Cases(Optional)

performance case is loaded from the case template when requirement is
created.You can create more performance automation cases based on actual
requirements.

1. Choose [Performance Automation]->Click [Edit] on the right of the
performance automation case.

Figure 1-79 Test case management

2. Go to the test case information page. Generally, you only need to modify the
following basic information and retain the default values for other information:

e Case name: the default value is xx function point pressure test, as shown in
the following figure. You need to change the placeholder xx to the name of
the interface to be tested.

e  Description: as shown in the following figure, the default value is "xx users
concurrently perform xx functions for 5 minutes". You need to change the first
placeholder xx to the number of concurrent interface pressure tests. Change
the second placeholder xx to the name of the interface to be tested.
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Figure 1-80 Editing test cases
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The CES Agent has been installed on the ECS where the service is deployed.

(11 NOTE

Performance Test

TC2025022001029

Huawei Cloud

You need to select a concurrency value that matches the cloud service specifications based
on the specifications of the cloud service resources purchased in this test.

(10 NOTE

e If you use a third-party pressure test tool, delete automatic performance test cases and
create manual performance test cases. If you have any questions, contact Huawei test

engineers.

After all test cases are designed, click [Submit Case Design] . After the design
is submitted, a to-do task is generated for the test case reviewer.If you do not
select any test case, all test cases are submitted.

Figure 1-81 Submit Case Design
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1.2.6 Provision Test Resources

Provision resources does not purchase and deploy resources on the Innostage
workbench. Instead, users purchase resources and record them on the
Innostage workbench. The records will be displayed in the test report later.

The partner's test engineer provision test resources.

Step 1 The resource provisioning handler click the [Enter verification] button
corresponding to the test requirement and select [Test Resource Provisioning].
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Figure 1-82 Resource Management
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Step 2 Check that the configuration list is correct and click[Next,design and execution
test case].

Figure 1-83 Resource Management
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1.2.7 Test Case Execution

All test cases are required to pass the execution.

The partner's test engineer Execute test cases.

Manual case execution

1. The specified partner test case executor click the [Execute] button of the
manual case.
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Figure 1-84 Case Management
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2. Complete the test case operations according to the test case steps, fill in the
actual result, and determine whether the test case is passed based on the

expected result.

Table 1-2 Test case execution information

Information
item

Description

Actual Results

The text description is usually a description of the
screenshot. Screenshots are not required for "self-check"
cases and cases where the execution result is "N/A". You
can directly paste screenshots into the text box of "Actual
result". Please provide screenshots according to the case
steps. The screenshot must be a full screen screenshot,
including the function menu and system time in the
lower right corner. If there is sensitive information, the
sensitive information can be desensitized. (If the
screenshot is saved to another document and copied to
the actual result, it may be incompatible.)

Case Status

e Pending:the execution has not started.

e Executing:the execution is in progress. The execution is
not complete.

e Completed:the execution is complete.

Execution result

e Failed:the actual structure does not meet the expected
result.

e Pass:the actual structure meets the expectation.

e Pass conditionally:actual results do not fully match
expected results, which can be ignored after
confirmation with Huawei test engineers.

e N/A:the software does not have the functions
described in the test case.

Attachments

File that describes the execution result.(optional)
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Figure 1-85 Case Execution
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3. Click [Confirm Go to Next] or [OK].

Performance automation case execution

1. The test case executor accesses the test case management page and clicks the
[execution] button of the performance test case.

Figure 1-86 Test Case Management
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2. Go to the CPTS script page, allows users to edit preset requests and add new
requests.

Figure 1-87 Performance Automation Case
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- Packet: data sent between applications. For details, see the operation
guide.
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- Think Time: specifies the waiting time between operations. This
parameter is not required in authentication tests. For details, see the
operation guide.

- Response extraction: The output of the previous packet is extracted as the
input of the next packet. For details, see the operation guide.

- Checkpoint: Checkpoints are used to check whether the content returned
by the server is correct based on customized verification information. For
details, see the operation guide.

Figure 1-88 Case script
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3. After the CPTS script is complete, you can click [Debug] to quickly detect
syntax or configuration errors and ensure that the model is available in the
task.Click [Next] when you are finished.

(1 NOTE

Prerequisites
e The resource group is in the running state.

e Ports 32001 and 32003 on the debugging node of the resource group are enabled
in the security group.

e The execution node of the resource group and applications under the pressure test
are connected through the network.

Debugging a Test Case

After you create or edit a test case, you can debug it to detect syntax or configuration
errors before testing.

1. Click [Debug] in the upper right corner of the page.
2. Select the target test resource group as the executor and click [Start].
3. Click [View log] to view the test case debugging details.

If an error was reported in the debugging result, edit the case based on the log
information and debug it again.

4. On the Debug log tab page, you can view the debugging history.
4. Configure the Pressure Configuration.

Configure the duration of the script based on the requirements in the
requirement description

- Pressure test for basic function points:5 to 10 minutes
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Pressure test in hybrid scenarios:0.5 to 2 hours
Comprehensive service fatigue test:4 to 6 hours

after the configuration is complete,click [Save].For details, see the operation
guide

Figure 1-89 Test Case Management
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E] P Performance Test (0/2) Continuous concurrency test service B Enter th
operation response time = 3s; complex query | -
E] E Select three to five basic... processing time = 8s; error rate = 0.2%. 2.
Fatigue pressure test: service operation
@ Logint Function response time = 55; complex query
) ) processing time = 8s; error rate < 0.2%. 3.
® login function Pressure The CPU usage must be less than or equal
to 80%. 4. The memory usage cannot reach
(=] B9 Integration Test (0/0) 59
= Based on the solution archit...
(=) B2 Reliability Test (0/0)
© Complete the reliability chec...
Figure 1-90 Pressure Configuration
e e .
‘Select a property of enter a ke Q login function Pressure [EENENEEN Edit Case -Nnx\ e
- S S —
() © Securiy Test (0/17)
() © [securty Basics] Perf. 0 s H s T 3 3 3 - " 3 o
S ¢
[R— " £
S . c
o [Selt-check]Prohibi. ® Auto Manual ]
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e ‘One oradientncrement phase for a group f pressure fests
o [SeltcheckiThe sc.
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Click [Next] when you are finished.
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7. Monitoring configuration to capture the CPU and memory performance
scheduling of the target server during the stress test.

Figure 1-91 Editing Test Cases

Case Management  Edit Case-o0cx.

Basic Information

Performance Test

i core functions and perfor continuous concurr.. TC2025022001029

Huawei Cloud X ~

sers concurrently perform xx functon fo 5 minutes.

The CES Agen has bee

Test Procedure

Wapped CPTS Case ®
cers Exccution Result Consume VUM o
00 Function Pressur Exec
Wanua TestProcecure. (@)
CCll - B o |

e If you need to add performance automation test cases, click the [Performance
Automation] Test Case tab and click [Create],and design test cases by referring to
If you do performance te....

Figure 1-92

Security Automation Case Overview Recycle Bin

More v Case Name v

Case Type 7 Requiremen t Des... Review Status 7 | Execution Status 7 | TestResult 7 Created by 7 | Recent Performer

erformance Test Selectthree to five Pending Pending yangrenhui

5. In the displayed dialog box,Obtains the CPU and memory performance
scheduling of the monitored target server during the pressure test.

- Select [global indictor group]:The execution result determines whether a
test case is passed based on this indictor group.

- enable [Obtaining CPU/Memory Data]:the CPU and memory usage of the
object under pressure test can be obtained.

- and click [Add CCE or ECS]:select the machine to be tested.
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Figure 1-93 Performance Test Case Execution

Execute

Global Indicator Group v

Obtaining CPU/Memory Data (%) @l

Add CCE or ECS

Type Name Region id Operation

“ Cancel ton of the

6. Select the region where the CCE or ECS is deployed,add the CCE or ECS to be
tested.Click [OK] to start the pressure test.

Figure 1-94 Add The CCE or ECS

Add CCE or ECS

Region: | [AP-Singapore M
u Type Name Region id
ecs acs- -0001 AP-Singapare 1c6 4

7. After the pressure test is complete, refresh the test case list to check whether
the test case is executed successfully.
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Figure 1-95 Case management

CustomCases  ManuaiTest  Perfomance Auomaiof@®  Securty Auomalion  Case Overview  Recycle Bin

Create. View Indicator Parameters More Case Name

¥ | Execution stat... ¥ Created by ¥
Compieted yangrenhui
Pending yangrenh

(10 NOTE

The system determines whether the test case is successful based on the automatically
loaded indicator parameters.

X
Performance Website Host Binary
+ Add Indicator Parameter Add
No. Indicator Name Indicator Value Operat...
Enter keywords. Q
! ‘ ‘
Function_p1 Joint operations 9 v 4

“ Cancel

8. click the case name to go to the case basic information page and view the
case result.

Figure 1-96 Basic Information

InnoStage Workbench(

9. Click the [Execution result] -> [Report preview] to view the pressure test
report.
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Figure 1-97 Execution Result
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Security scanning case execution

e if you use the security scanning function provided by InnoStage Workbench to
scan binary,complete the binary scanning case in security
automation,vulnerabilities and viruses can be scanned at a time.

a. Select the Security Automation case type,and click the [Execute] button
of the Binary Scanning test case.

Figure 1-99 Case Management

InnoStage Workbench ()

Test Case Custom Cases
Manuaitest case®  pertormance Automation@ | securty Automation0  Case Overview  Recycie Bin
XX Company P - —

e
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) & Securty Test
Design Center © (Securty Basics] Perorm secuiy t No.  CaseNo. Cas priority 7 CaseType 7V | Sca..  RequirementDescri.. ReviewS.. ¥ = Execuio.. ¥ | Operation
Verfcation Center () © Functon Test 1 TC202601200..  [Con High SecurtyTest  Binary  [Securiy Basics] Pert. Pending Pending
Requrements (® Completed the function test of the
cases. () & Performance Test
Verity Report (® Select three o fve basic core funct.
Recycle Bins (5 B integration Test

© Based o th solton archiecue
O & RetabityTost

(® Complete the refiabilty checklist a

b. Click [Upload File] to upload the binary package file to be scanned,and
click [Execute].
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Figure 1-100 Upload File And Execute

Cases / Case Execution

< Case Execution

a
[Common][Tool scanning] Binary scanning  Automaton Case
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(1 NOTE

L

Copy all complete binary files (such as the deployment package and installation

package) of the solution. For details about the file type, see https://

support.huaweicloud.com/vss_faq/vss_01_0083_01.html. Packaged and uploaded
as the scanning object. (If the file size exceeds the limit, split it into multiple

packages and scan it in multiple cases.)

After the scanning is complete, the test case status is displayed as
Completed. You can click the test case name to view the test case

execution result.

Figure 1-101 Case Management
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Figure 1-102 Execution Result
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{11 NOTE

If the Scanning result is fails, view the result details list, fix the vulnerabilities or

clear the virus, and upload and scan the file again.
e If you use the third-party tool to scan binary

- For non-image package scanning.For details, see Binary Virus
Scanning(non-image)

- For Linux image scanning.For details, see Linux Image Viruses Scanning

- For Windows image scanning.For details, seeWindows Image Viruses
Scanning

1.2.8 Generate And Submit The Test Report.

After all test cases are executed, the executor generates a test report and
submits the report to Huawei test engineers for review.

Step 1 the executor clicks the [report preview] button. The report preview page is
displayed.

Figure 1-103 Case Management

InnoStage Workbench ()
Test Case Custom Cases

ion®  Securty Automation @ case Overview Recycle Bin

ot < E alle ¢
o s Securty Tst Pening @ Compets  @Passed yangremw col Eveculs @
Step 2 On the report preview page, click [Auto-Generate] to generate a test summary.
Click [Generate Report] to automatically generate a test report.When finished,
click[Next,review the test report].
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Figure 1-104 Report Preview
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Step 3 Report reviewers are caofeng and wujunchuan. and then click Submit.

Figure 1-105 Report Preview
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Step 4 If the system displays a message indicating that the review result is rejected, check
whether you can ignore it. If yes, click Self-Check Description to fill in the detailed
reason description. If the problem cannot be ignored, solve the problem and

submit the application again.
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Figure 1-106 Report Preview
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Step 5 After the report is submitted, the reviewer generates a to-do task. After the report
is approved, the status of the report is "Approved", and the partner lead
qualification is completed.

Figure 1-107 Report Management
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1.2.9 Third-Party Tools

Binary Vulnerability Scanning (Linux Image )

Trivy is required for mirror image package scanning. The following uses the
MySQL container image as an example.
e Environment setup

Installing Docker(The host machine uses CentOS 7.9)

Uninstall Docker of the old version (if any).

Run the following command:sudo yum remove docker docker-client docker-
client-latest docker-common docker-latest docker-latest-logrotate docker-
logrotate docker-engine
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(The server does not have Docker of the earlier version, and a message is
displayed indicating that no image is available.)

Installing necessary dependency packages.

Run the following command:sudo yum install -y yum-utils device-mapper-
persistent-data lvm2

Setting the Docker Image Source(HUAWEI CLOUD image source is used as an
example.)

Run the following command:sudo yum-config-manager --add-repo https://
mirrors.aliyun.com/docker-ce/linux/centos/docker-ce.repo

m-—¢ n /m

Updating the YUM Software Package Index

Run the following command:sudo yum makecache fast

Installing Docker

Installing Docker CE of the Latest Version (Community Edition)

Run the following command:sudo yum install docker-ce docker-ce-cli
containerd.io
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Start and enable Docker

Run the following command:
sudo systemctl start docker
sudo systemctl start docker

Figure 1-108

Test Docker

Run the following command:sudo docker run hello-world

+

T d

Scanning process

- Trivy Scanning MySQL Container Images.
i. Updating the Trivy offline library

Run the following command:docker pull quay.io/sighup/trivy-
offline:latest
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offline:latest

from sighup/trivy
f: Pull complete
Pull complete

CREATED STATUS NAMES

detection
inag s curred:
t the inage (Libin ontainer): Error
t f rtainerd
f ch file or direct

at podnan/podman. n
ani UNAUTHORIZED: authentication required; [map[Action:pull Class: Name:library/Libin-mysql-container Type: repository]

ii. Use Trivy to scan images and provide scan result screenshots.

NOTICE

The test case can be passed only when the number of high-risk and
super-risk vulnerabilities is 0. Otherwise, the vulnerability needs to be
fixed and then scanned again.

Run the following command:docker run -it --rm -v /var/run/
docker.sock:/var/run/docker.sock quay.io/sighup/trivy-offline
mysql:5.7 (Scanning the MySQL:5.7 image offline is used as an
example.)

critical vulnerability:CVE-2020-36242

high-risk
vulnerability:CVE-2023-0286,CVE-2022-40897,CVE-2023-27561

If the scanning result does not contain vulnerabilities at the HIGH or
CRITICAL level, the test case passes. Otherwise, the test case
fails,Security vulnerabilities whose severity level is HIGH and
CRITICAL need to be fixed.

Screenshots of basic image vulnerabilities are required for each
image. Screenshots of application vulnerabilities are required for
each application.Screenshots. Refer to three pictures.

ocker run -it --
ning is
enabled
r secret detection

Dete H
Detecting Oracle Linu,
Number of 1a
Detecting goban:
Detecting pytho

mysql:5.7 (oracle

Total: 6 (UNKNOWN: ©, LOW: ©, MEDIUM: 6, HIGH: ©, CRITICAL: B)

MEDIUM 1:1.0.2k-26.el7_9 | 10:1.0.2k-22.e17_9_fips integer overflow in CipherUpdate

: NULL pointer dereference in
er_and_serial_hash(}

10:1.8.2k-23.9.1.€17_9_fips Read buffer overruns processing ASN.1 strings
10:1.9.2k-22.e17_9 fips integer overflow in CipherUpdate

NULL pointer dereference in
er_and_serial_hash()

10:1.6.2k-23.8.1.e17_9_fips | openssl: Read buffer overruns processing ASN.1 strings

2024-04-08T08:47:1 Table result includes only package filenames. Use '--format json' option to get the full path to the package file.
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Python (py pkq;

Total: 12 (UNKNOWN: ©, LOW: 3, MEDIUM HIGH: 3, CRITICAL: 1)

cryptography (METADATA) ython-cryptography: Large inpu ymmetric encryption
n trigger intege erflow leading to

openssl: X.400 add ype confusion in X.509 GeneralName

ython-cryptography: Bleichenbacher timing oracle attack
gainst RSA decryption - incomplete fix

python-cryptography: memory corruption via immutable objec

ython-cryptography: NULL-dereference when loading
certificat

denial of vice via null dereference

Vulnerable OpensSL included in cryptography whe

yca/cryptogra eels include vulnerable OpenSSL
Vulnerable OpensSL included in cryptography whe

MEDIUM Prefix truncation attack on Binary Packet Protocol
(BPP)

pip: Mercurial configuration injectable in repo r
when installing via pip

etuptools: Regula on Denial of S

usr/local/bin/gosu (gobinary

UNKNOWN: ©, LOW: 1, MEDIUM

github.com/opencontainers/runc

MEDIUM runc: incorrect handling of inheritable capabilities

runc: AppAmor can be d when “/proc’ inside the
container is symlinked.

runc: Rootles E cgroup” writable

iii. After the scan is passed,go back to the innostage workbench and
enter the case management page.Click the [Execution] button of the
binary test case.

Figure 1-109 Case Management
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Copy the expected result to the actual result, and paste the
screenshot in step 2 to the actual result,

Case Status:Completed
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Execution Result:Passed

Figure 1-110 Test Case Execution

InnoStage Workbench(y  Case Management

Information  Execution Results

A B I YU sS b3

Completea

Click[Confirm and go to Next] or click[OK].
- Binary Security Scanning of Dependent Libraries

Trivy automatically detects supported files and scans for vulnerabilities in
application dependencies. Currently, only several binary packages are

supported.
Table 1-3
language Packet format
Java JAR/WAR/PAR/EAR
Go Binaries built by Go
Rust Binaries built with cargo-auditable

If the file to be scanned is a compressed package, manually decompress
the package.

The scanning procedure is as follows:

i. Copy the files to be scanned to the current directory, create a
container instance, and mount the host file system to the container.

ii. Enter the container and specify the scanning path to perform
scanning. For details about the file system modes supported by
different languages, see https://aquasecurity.github.io/trivy/v0.45/
docs/coverage/language/

iii. Run the following command:
docker run --rm -it -v /var/run/docker.sock:/var/run/docker.sock -v
$(pwd):/wrk --entrypoint /bin/sh quay.io/sighup/trivy-offlin

trivy fs --skip-db-update --skip-java-db-update -o /wrk/
report.txt /wrk/
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The following table lists the scanning parameters of different forms.

Table 1-4
Formatting Command parameter
Image image
Rootfs rootfs
Filesystem fs
Repository repo

- Dependent Open Source Component Definition List Scanning

Trivy can check for vulnerabilities in dependent components through the
dependency library definition file.

Prerequisites

Obtain the third-party dependency definition file of the
corresponding development language. The following table lists the
supported development language dependency definition files. More
supported languages are [https://aquasecurity.github.io/trivy/v0.45/
docs/coverage/language/].

Table 1-5

language Dependency Command
definition file Parameters

PHP composer.lock trivy fs

Go go.mod trivy fs

C# packages.config trivy fs

Java pom.xml trivy rootfs

Node.js package-lock.json trivy fs
yarn.lock
pnpm-lock.yaml

Node.js package.json trivy rootfs

For example, in the PHP project, the third-party dependency library is
managed by the Composer, and the composer.lock file of the
development project can be obtained.

Operation Procedure

1) Copy the dependency definition file to the /tmp/trivy/ directory
on the Docker host.
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2) Run the following command to start the container: docker run --
rm -it -v /tmp/trivy/:/wrk --entrypoint /bin/sh quay.io/sighup/
trivy-offline

3) Run the following command to perform the scanning: trivy fs --
skip-db-update --skip-java-db-update /wrk/

4) Run the following command to save the result to the report.txt
file:
trivy fs --skip-db-update --skip-java-db-update -o /wrk/
report.txt /wrk/

You are advised Run the following command to export the results

to the HTML file report.html:

trivy fs --skip-db-update --skip-java-db-update --format template --
template "@/contrib/html.tpl" -o /wrk/report.html /wrk/

e Reference Document

- Language-specific Packages[https://aquasecurity.github.io/trivy/v0.45/docs/
coverage/language/]

- Download the vulnerability database[https://github.com/aquasecurity/trivy-
db#download-the-vulnerability-database]

- https://github.com/sighupio/trivy-offline[https://github.com/sighupio/trivy-
offline]

- Trivy Documents[https://aquasecurity.github.io/trivy/latest/docs/]

- HUAWEI CLOUD Docker CE Mirror[https://mirrors.huaweicloud.com/
mirrorDetail/5ea14d84b58d16ef329c5c13]

Docker Ubuntu Installation Document [https://docs.docker.com/engine/install/
ubuntu/]

Linux Image Viruses Scanning

Step 1

Only the host image of Joint operation products needs to be scanned. Other
types of products and non-images do not need to be scanned.

This section describes how to use Kaspersky to scan Linux images for viruses.

A\ CAUTION

1. Kaspersky offers a 30-day trial.

2. To download the installation package, the database needs to access the
Internet, and the ECS needs to be bound with an EIP.

Download
Select the Kaspersky Endpoint Security installation package based on the OS type:

https://www.kaspersky.com.cn/small-to-medium-business-security/
downloads/endpoint?utm_content=downloads

e Ubuntu:
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v Kaspersky Endpoint Security for Linux Version 12 »

Version 12.0.0.6672 | Debian x64 | Distributive

e Centos,Fedora:

v Kaspersky Endpoint Security for Linux Version 12 .

After the installation package is downloaded, Run the following
command:sha256sum <Installation package file>

Check whether the result is consistent with the downloaded information. If
yes, start the installation.

Version 12.0.0.6672 | Red Hat Enterprise Linux x64 | Distributive

Figure 1-111

v Kaspersky Endpoint Security for Linux Version12 .

Version 12.0.0.6672 | Debian x64 | Distributive

Step 2 Installed

For Red Hat:RPM format:run the following command:rpm -ivh <Installation
package file>

Debian: Deb format:run the following command: dpkg -i <Installation package
file>

Step 3 Initial Configuration

run the following command:/opt/kaspersky/kesl/bin/kesl-setup.pl script (marked in
the red box in the following figure) when the following information is displayed.

spring-raozhigiang ~ 1t 11

Updating ~ .
1:kesl-12. Z puuRunRRRERRREREERREGRUBERUERRUER (16021

The application ’Kaspersky Endpoint Security 12.8 for Linux’ was successfully installed but must be configured before use.

Please run script |"sopt/kaspersky/kesl/bin/kesl-setup.pl’| for application configuration

[rootBtouchspring-raozhigiang ~ 1 sopt-kaspersky kesl/binskesl-setup.pl |_

The system prompts you to initialize the configuration.
1. If the parameters have default values, press "Enter" and wait until the
environment initialization is complete.

2. If there is no default value, enter "y" and wait until the environment
initialization is complete.
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Step 4 Scanning and Viewing Results

1. Full scan

After the environment is initialized, run the following command:kesl-control --
scan-file /

After the scanning is complete, the scanning result is displayed, as shown in
the following figure (screenshot of the remote login page of the ECS console).

= " HuaweicLoup

L)

- If the data in the red box is not 0, the result is risky. Generally, the file will
be moved to the isolation area.

- If the value in the red box is 0, it indicates that no virus file is found
during the scanning. However, it does not mean that the system is not
risky. The reason is that the software may have been automatically
scanned and isolated after the software is installed.

To sum up, the next step is to check the quarantine file.
2. View quarantine files

run the following command to view the file in the isolation area:kesl-control -
B -query command, as shown in the following figure(Screenshot of the ECS
console remote login page).

= " HuaweicLoup

Y
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Analyze the file. If the file is not used by the image, delete the file. If the file
is used by the image, check whether the file is falsely reported. The analysis
file is displayed as a document.

Step 5 Provide scan results

NOTICE

The execution is successful only when the virus value is 0.0Otherwise, you need to
remove viruses and scan them again.

The partner needs to provide the following materials by email (You do not need to
mosaic the screenshot.). The server information in different snapshots must be the
same.

1. Screenshot of the scanning server

ECS Information

+ NICs

+ Cloud Backup and Recovery

2. Screenshot of the final full-disk scanning result (screenshot of the remote
login page of the ECS console)

. Protecson e ol ceratons. T snale the prcecon, oo Sty Setngs » Gl Oerons > e
= " Huaweicloup | ¢ 1CP Licen:

= - Qo

3. Check the screenshot of the file in the isolation zone (after the risk is
handled) (screenshot of the remote login page of the ECS console).
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) Protecion equiedfo crical perations. o enable he pokecion gof Securty Setngs > Ciical Operations > Operat

2 HuawecLou : icPierse

4. Description of the document corresponding to the false positive file (if any).

Step 6 Enter the execution result.

1. Return to InnoStage Workbench and click the execution button of the
"Antivirus scanning" case. The execution page is displayed.

Figure 1-112 Test Case Management

InnoStage Workbench(  Case Manager

2. If the test case is successfully executed, copy the content in the expected
result to the actual result, paste the screenshot obtained in step 5 to the
actual result, and click OK.
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Figure 1-113 Test Case Execution

Service Expi

Service Expi

0 ensure the stable

SSL Certificate Expiration

Upload Attachment

Completed

Passed

ecurity Test

) g ¢ ¢ ¢ 23

[Security Basics] Perform securit

Ant

Binary scanning

Step 7 Reference URL

Execution

Results

Actual Result (Click the full screen button of the text editor to enter the full scree.

A B I U &

The product does not contain any malicious programs such as Trojan hor
ses, backdoors, hang-up, and mining. If the antivirus software program ge
larm, it must be cleared through preventive measures.

ng

Kaspersky Documentation: https://support.kaspersky.com/help/KES4Linux/

12.0.0/zh-Hans/93769.htm
----End

Windows Image Viruses Scannin

Download and install the official Kaspersky software in Windows to perform a full

scan.

Step 1 Download (Kaspersky)

Kaspersky download address reference (with a 30-day trial period after

download):

China site: https://www.kaspersky.com.cn/small-to-medium-business-security/

downloads/endpoint

International site: https://www.kaspersky.com/small-to-medium-business-

security/downloads/endpoint

Select Kaspersky Endpoint Security fo

r Windows and select Kaspersky Endpoint

Security for Windows Version 12.4.0.467 | Windows | Distributive | Lite encryption

for the version.

Step 2 Installation Reference Website

Install the Kaspersky reference document: https://support.kaspersky.com/KESWin/

12.4/zh-Hans/141289.htm

Step 3 Operation Procedure

NOTICE

The execution is successful only when the virus value is 0.Otherwise, you need to

remove viruses and scan them again.
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1. Start Kaspersky, click Task, and click [Run] to start the full disk scanning. Wait
until the scanning is complete.

Kaspersky Tasks

Show only active tasks G
Scan tasks ~

Full Scan @ @l

Checks your entire PC. May take a while and slow down your computer.

keep the computer tumned on «

Critical Areas Scan

Scan of kernel memory, running processes and startup objects, and disk boot sectors

Custom Scan

Select the objects you wish to sean

2. Check whether the latest scanning result contains risky items.

Kaspersky Tasks

Show only active tasks (P
Scan tasks ~

Full Scan @ @

Checks your entire PC. May take a while and slow down your computer.

Safe: no threat: ected.
Full Scan com g than a minute ago

241,965 files scanned.

keep the computer tuned on

Critical Areas Scan

Scan of kernel memory, running processes and startup objects, and disk boot sectors.

Custom Scan

Select the objects you wish to scan.

Select
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@ Advanced Threat Protection Scan Update | Save report

Importance:
Behavior Detection portance

Exploit Prevention Period: | All

lls,
= I
() Essential Threat Pr Event date 4 | Object Result Event Name Reason

v Background scan (Rootkit scan). started yesterday, 2/27/202418:35:46, finished yesterday, 2/27 /2024 18:55:28 (19 minute
File Threat Protection
/2024185527 Task completed Task completed

Firewall () Yesterday, 2/27/202418.:35.46 Task started Task started

» Full Scan: started yesterday, 2/27/202417.54:32, finished yesterday, 2/27/2024 18-35:47 (41 minutes 14 seconds), 241945 fi

Network Threat Protection
AMSI Protection
G y Controls

Application Control 46 Tagk started

Event Task started
[E] Tasks Application name:

Database Update

g Component Malware Scan
‘Scan PR S —

Integrity check

If no problem is found, only the task start and finished information is
displayed in the list. If the scanning has risks, the risk items are displayed in
the list. All the risk items need to be resolved and the scanning needs to be
performed again.

Step 4 Provide scan results

The partner needs to provide the following materials by email: (You do not need
to mosaic the screenshot.). The server information in different snapshots must be
the same.

1. Screenshot of the scanning server

= HUAWEICLOUD | Console

ECS Information
Running

Disk:

NICs
Security Groups

~ Cloud Backup and Recovery
Management Information ,

2. Screenshot of the final full-disk scanning result (screenshot of the remote
login page of the ECS console)
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= % wweiclow

If the scanning has risks, the risk items are displayed in the list. All the risk
items need to be resolved and the scanning needs to be performed again.

3. Description of the document corresponding to the false positive file (if any)
Step 5 Enter the execution result.

1. Return to InnoStage Workbench and click the execution button of the
"Antivirus scanning" case. The execution page is displayed.

Figure 1-114 Test Case Management

InnoStage Workbench  Case Management Partner le

2. If the test case is successfully executed, copy the content in the expected
result to the actual result, paste the screenshot obtained in step 5 to the
actual result, and click OK.
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Figure 1-115 Test Case Execution

Case Execution Basic Information Execution Results

demo solution-Partner-led

=) Function Test
No. Test Procedure. Expected Result Actual Result (Click the full screen button of the text editor to enter the full scree... | Remarks
Completed the function test of th

A B J U &

The product does not contain any malicious programs such as Trojan hor

1 es throug ses, backdoors, hang-up, and mining. If the antivirus software program ge

Sevice Expi

larm, it must be cleared through preventive measures.

Service Expi aang

To ensure the stable.

SSL Certiicate Expiration
<

Log Management system
Product Monforing and Al ® [ Upoad Atachment
Performance Test
Select
Select a hybrid serv Competed o @
‘Select a scenario to perform a fatigue | |
) securty Test Passed v 2

[Security Basics] Perform securit

--—-End

Binary Virus Scanning(non-image)

Download and install the official Kaspersky software in Windows to perform a full
scan.

Step 1 Download (Kaspersky)

Kaspersky download address reference (with a 30-day trial period after
download):https://www.kaspersky.com/small-to-medium-business-security/
downloads/endpoint

Select Kaspersky Endpoint Security for Windows and select Kaspersky Endpoint
Security for Windows Version 12.4.0.467 | Windows | Distributive | Lite encryption
for the version.

Step 2 Install the Kaspersky reference document:https://support.kaspersky.com/KESWin/
12.4/zh-Hans/141289.htm

Step 3 Scan operation

1. Start Kaspersky, click Task, and click Run to start the full disk scanning. Wait
until the scanning is complete.
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Kaspersky Tasks

Show only active tasks (JJ)
Scan tasks ~

Full Scan o o

Checks your entire PC. May take a while and slow down your computer.

Safe: no threat:

keep the computer turned on ~

Critical Areas Scan

Scan of kernel memory, running processes and startup objects, and disk boot sectors.

Custom Scan

Select the objects you wish to scan

2. Check whether the latest scanning result contains risky items.

Kaspersky Tasks

Show only active tasks ()
Scan tasks ~

Full Scan o @

Checks your entire PC. May take a while and slow down your computer.

Safe: no threats detected.
Full Scan comple an a minute ago

241,965 files scanned.

keep the computer turned on ~

Critical Areas Scan

Scan of kernel memaory, running processes and startup objects, and disk boot sectors.

Custom Scan

Select the objects you wish o scan

Select
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@ Advanced Threat Protection Scan Update | Save report

Importance:
Behavior Detection portance

Exploit Prevention Period: | All

lls,
= I
() Essential Threat Pr Event date 4 | Object Result Event Name Reason

v Background scan (Rootkit scan). started yesterday, 2/27/202418:35:46, finished yesterday, 2/27 /2024 18:55:28 (19 minute

File Threat Protection
/2024185527 Task completed Task completed

() Yesterday, 2/27/202418.:35.46 Task started Task started

Firewall
» Full Scan: started yesterday, 2/27/202417.54:32, finished yesterday, 2/27/2024 18-35:47 (41 minutes 14 seconds), 241945 fi

Network Threat Protection
AMSI Protection
G y Controls

Application Control 46 Tagk started

Event Task started
[E] Tasks Application name:

Database Update
Component Malware Scan

Soan Result: Task utarted

Integrity check

If no problem is found, only the task start and finished information is
displayed in the list. If the scanning has risks, the risk items are displayed in
the list. All the risk items need to be resolved and the scanning needs to be
performed again.

Step 4 Provide scan results

the partner needs to provide the following materials by email: (You do not need to
mosaic the screenshot.). The server information in different snapshots must be the
same.

e Screenshot of the scanning server

Figure 1-116

- EPs

~ Cloud Backup and Recovery

e Screenshot of the final full-disk scanning result (screenshot of the remote
login page of the ECS console)
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Figure 1-117

© Yostorday 2/27/202416:35:46 Taskstartod  Taskstarted

> Full Soan:

(11 NOTE

If the scanning has risks, the risk items are displayed in the list. All the risk items need
to be resolved and the scanning needs to be performed again.
e Description of the document corresponding to the false positive file (if any)

Step 5 After the scan is passed,go back to the innostage workbench and enter the case
management page.Click the [Execution] button of the binary test case.

Figure 1-118 Test Case Management

InnoStage Workbench(  Case Managemen

Copy the expected result to the actual result, and paste the screenshot in step 4 to
the actual result,

Case Status:Completed

Execution Result:Passed
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Figure 1-119 Case Execution

Case Management  Case Execution. Case Execution

Case Execution Basic Information Execution Results

by case name andexecr. Q| [C

(5 demo solution-Partner-ted Test Procedure

O secury Test

No. Test Procedure Expected Result
) [Security Basics] Perform securt

(Commonlinterview] P
The product does not contain any mai

cious programs such as Trojan horse
s, backdoors, hang-up, and mining. It
he antivirus software program generat
es an alarm, it must be cleared throug
h preventive measures.

Select an appropriate scanning
mode based on the product
release mode.

1. Binary fle package Uss the
latest version of popular antivirus
Software in the industry, such as
Kaspersky and 360, to scan the
product software package to
ensure that the package is safe
from vinuses or Troian horses

[Common]interview] P\
[Common]interview] P!
(Common]Binary scanr 1
[Common]Antivirus ¢
[Common]interview] P!

[Common]interview] P,

Report Previe:

Actual Result (Click the full screen button of the text editor to enter the full scree...

Av B I Y sS b

‘The product does not contain any malicious programs such as Trojan hor
ses, backdoors, hang-up, and mining. If the antivirus software program g
enerates an alarm, it must be cleared through preventive measures.

s, msg Max. 20 attachm:

<
a s @ | Upload Attachment
jocx, .pdf, jpg, .png, i (UTF-8),
Cas Completed v
Passed v

Figure 1-120 Test Case Execution
Step 6 Click[Confirm and go to Next] or click[OK].
----End

0 MB. The file name cannot

Partner lead certification
Full-process guidance

c
proble > Create Issue

Remarks
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